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T Gfafer YTt FANTH Al T JUlelt G abal HHeTeed! i S
TRUST AEeR Y& TEHEHA
T, TR 99 TIFT TAhT Gedl e YUelie]  FEdraRyT WREde® T

T/ REeq I aig®  (Administrators) TS €Tl GTZeR WIIWEE, UHITHET
STIEE TN U e amaae 9= asT I52dcl Al TSHESd S RS 3 |

g rE & ER FANHAeE (General Users):

79 GUGAT M@ HEAT GEAT FEE GOl WANT T WEART AN dEEdT i e
ATARGT ATEIH QA T GUET TANTHT JUHEE FHICTHT T |

1. YoU® UHISCH AT BETAT 13 AR A g T 3, A T @07 Ghage Aoddb]
FF ¥ Fied THAS TN e q41 [Faaia adae Fer Y TR e €A
SYFTATAT THETE T THTS g (A (3-3 Al o1 Ar=edsbal A7aR) A1 Giad
TR |

2. gFIT WUFFA Multi-Factor Authentication (MFA) YART T AfdR<h AT q8 Ivq8d |
THHT AT ATIRT Authenticator TfeeTeha JART Tlfiﬁ?{l

3. WANT WihUdey IO UHISCAEC a1 ahecyd (HFYSYAded amad) e I & IH
RTATIE TR | WM [ JUHIHAT Screen Lock PIN/Password/Pattern == eI |

. 3
4, QHEIT THA, Fea¥l AT BIAHAAT qed AT TWHald, AT I3 a1 Attachments HT

IERED H’ﬂ‘:@'&[ ; Password/One-Time Password (OTP) ﬁ'ﬁ'ﬂ Share‘ﬂ'@@'{[l
5. THC AT Gea¥T YTHH AW, S, THT Wi TR WA Giedeld; S fFe@w, uienar

TR, T ST el Gagaefied Al Yush Tl T TISTrSTeld |
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6. “hitps://” INE & THIHI T ATedTd! =g (Padlock) THAUHI WESHT Haaaeiial SHHN

e e |

7. GaEelie w0 A1 facia HER AR T qresig Wi-Fi TR TR T8 | ATa9as®
AT TRIAT T IXIRT VPN AIaT HiETed SIerd! TN THard |

8. U¥CATX a1 U Had ANUHIEH Gd (Google Play Store, Apple App Store, fasFarer
AIFHMF ATAEE) A A STSTAE TR |

9. FiNieT fead (0S) T & UTAHIHedr 4t (Latest) RET ATSCE® Install THETE; OS
T Antivirus Software Install TR Periodic Scan THa M |

-~

10. FTET TR UL (WEJ Pen Drive) FIANT T 4N AETT €A THER; USB Auto-run

Functionality RT&sa T{a™ |

11, TR JANT T+ UCeAheeeald A=9H T FEad Permission A R (W
®IAT Ufee T TIEE Location ATHI, IH TIETE Contacts a1 SMS AAfd f& a1 )

12, A% o1 Gehdicl FANT T JUHT o1 JUTeNar e fafafer Reear qeed s
et o 9fEfy (1T) FenTEATaEEETE /WA ISR |

13. |IZaR GLEAT FF-Ll WL/ SRl HRHHAT (HAHd €A qewril gIe |

T ZeR G GFerdl [ATgAT 99 TSI A1 e ATEa9qH AT AT AgaR G
%5 (NCSC) ¥ gH=ad a4 |

TqH:  info@ncsc.gov.np, SITB: 09-¥R99930, AL.HA.+206-25Y Q¥0RRGR (FaHT),
+205- 05 3§ ] 3 3G (G AHA) |
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gug @: IEE/ ey qaensaee (System & Database Administrators):
Tg @USHT AN TE YUTRAH] SHFEdd, WA q9T ATl S Srered/feeH

A AEEd GFid HUTF FIASIIT M ATaRH! GRaci® STIeE THICUHT B |

L RMIHRITE THST (STEd: admin) AT MFA @iard e, root Account s
Disable TH2IE T SSH Public Key Authentication @18 WTafadT @ | ITEaS /HTSWE T
IR RIS AT ACATSHT TGN T Vault T TART T |

2. Privileged Account HT Principle of Least Privilege <IN T@'{ HT§ AP Default Accounts

(E"rjcr: guest) Disable Jlﬂélﬂ\l
3. Access @I ST Role-Based Access Control (RBAC)‘?@W JIiiél?l\l

4. Server, Workstation, Database I fHaffid Patch/Update Fﬂ'*l‘ljélﬂ\, EIP] ﬂ'(f@l‘cf Latest Stable
Version A TR JIiiél%l\l

5. Zero-Day Attack T Advanced Threats %4 Firewall, Intrusion Detection and Prevention System
(IDPS), Endpoint Detection and Response (EDR), Sandboxing, Threat Intelligence ST€dT Defense-

in-Depth Strategy Wﬁ’;@?{l

6. Router, Switch, Firewall ST€al cdd SIS Default Credential (Username, Password) q&
i@ THer® T End-of-Life (EOL) / End-of-Service (EOS) MR a1 |

7. Application ¥ Database &<l Input Validation, SQL Injection Prevention T Development HT
Secure Coding Practice <TI{T Jlﬂélﬂ\ “v'lTéf Security by Design Principle JAdcI+q llﬁglﬂ\l

8. Remote Access T <RI VPN with Strong Encryption (IPSec/SSL VPN) HIH R Jlﬁélﬂxl

9. Network Segmentation T VLAN YR TRT Demilitarized Zone (DMZ) 19+t T External-
facing Servers (Web, Mail, DNS) &T§ #T=d{& Network A& eI Tderd |
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10, AT=ARE BN IR T YABEH! RN TAN § F7CE (Intranet) 15 AT=slb T Gel

geaAe (Internet) T 3T TI‘:I@'GLI

11 I Jiale JUell ¥ SUHOHI IRIUHT AFMWAEA e (SEd: Failed Login, Port
Scanning, DDoS Attack) T AT Centralized Log Management System (SIEM Solution) HT
AEE s T@=1eId Alert/Monitoring T ¥&#d T |

12. GAgMe SIaTehT Encryption at Rest T Encryption in Transit ga'FIT Standard Encryption Ea)
TR siar TR |

13. 3-3-9 TW (3 Copies of Data, 2 Different Media Types, 1 Off-Site Copy) ATIT Backup
(I@\Délﬂ\ T Backup NIRRT Encrypt TR ﬂ'{f%?f Tl'(élﬁ'ﬁl Backup Restore Testing Drill BRIEG
(T aTfies) TH THa |

14. Development/Testing Environment &C Production Environment @% (I@\Délﬁl

15. TTET ¥vax, AT HIom Physical Security HT T R, Sensor #fame ATTHA @
e FHASIE T AHd dfchells A Gg=h! ATA [Rer |

16. TR TTHT TOMEA FRATH TANEAT & & T, TEaset Had T, IIHTEEH
g, e T TW ATy, IUFHWEE A8 T iid (Policy for Password Management,

Access Control, Log Retention, Device Disposal) SR NIDN *I'\'IZSIHJ

17. TESMHECET. WAl TIRUHT Gageiiedl wiee A@Hdl ¢4 HEad JHEare FHid
T A TRE@'H\ | (U“l?jcf : Backup Copy Off-site Fﬂff aT Recovery Initiate Tlff Database HT
Role/Privilege Grant/Revocation, Production Database %1 Full Export/Copy %1‘;[ Ell RestoreTlff)

18. Post-Incident Analysis Tl Lessons Learned s aﬁ@i@?d *I-j:‘él%i\l
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-
AT HZaR FLET b5
TSNS . NCSC-1146-113-01 Mid: R05R/08/9%

19. HIFqAT Af¥F ®YHT AT gvﬁ Function/Code i@ HUHAT Vulnerability Assessment &
Penetration Testing (VAPT) T@@EI

e IEeR G GFedl [AOdH 99 ST A1 Gedn ATEead Gl AEA WEew GLET
%75 (NCSC) T go=ad e |

TF:  info@ncsc.gov.np, CRTRI: 09-¥R93930, WLH.+QLE-RGY Q¥0IIER (WahT),
+Q@@-Q@333Q??CQ(W afrra) |
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